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O1.
AWS Cloud,

Certification

3Maghongo:

e M7anLbHMoEN LM3Z0LDY

e bofmznb dozmbhmmemnmgdgmo
d99(hHymonbydmndnb mgobndgdo

e AWS CLI n6bhomoEns/godsmmgo

019MM0d O 3MogdHn3o:

e 6300m3nL EMBbY700L O

00096 yMmMOnL domMmngnb byMmznbLo -
IAM (Identity and Access Management)
Users, Groups (+ DEMO)

Policies, evaluation, structure (+ DEMO)
Access Keys, CLI (+ DEMO)

Roles (+ DEMO)

Security Tools

AWS Organizations byMznbo (+ DEMO)
AWS Control Tower bgfmznbn

IAM LyM30LOL godmynbgonlL
LOY39qLM 3Maghnzgdn

03.

Simple Storage
Service (S3)

$09yMoco:

e 4 booon

21 ovgmMoyeo bonombo

11 DEMO / 3Mogdn3ymo dogomnonn
+9 g90L0

+ 001930(hnMa BhgbhoMydo

+ bogodMEM d3oMgom3o

019MM00 o 3MogbHn3o:

300 hyomyMma byMmzgMmgonb bymznbo
EC2 Instance

Connect to EC2 using SSH protocol (+ DEMO)
EC2 Instance types

Security Groups (+ DEMO)

EC2 User Data, Metadata (+ DEMO)

Access Keys, Roles with EC2 (+ DEMO)
Status Checks, Monitoring (+ DEMO)

Spot Instances, Spot Fleet

EC2 Instances Launch Types

EC2 Hibernate (+ DEMO)

EC2 Placement Groups

Network Interfaces (ENI, ENA, EFA) (+ DEMO)
Public, Private 0o EIP (Elastic IP) addresses
Bastion Host (Jump Box) (+ DEMO)

NAT Gateway VS NAT Instance (+ DEMO)
EC2 Instance Lifecycle

Nitro Instances, Nitro Enclaves

EC2 Instances pricing models

0gmMmoao:

e Myoem3z060 LyM30LYdNL vMbLO

e Myommm3zsbn byMm3zn0LHdNL d0BBHL
9m©Yn

* |AAS, PAAS, DAAS, SAAS, FAAS

e Mygnmbnb, BmMBbNL(AZ) v “Edge”
MM 3o(30900L 36900

e AWS 0fMyomm3ob0 bgMmznLbgonL
$H039000L dndmbonzgo

e AWS dqgbobgd

02.

IAM, Accounts,

Organizations
$039Moco:

2 booson

10 ogmMoyemo bo3nobn

5 DEMO / 3Mogdn3yemon dogomomn
+6 ggobLo

+ 0093o(hnMo BgbhoMydo
+bogodmEm d3oMgom 3o

019MM0d O 3MaJHn3o:

e m009ghymo BHn3nb LoEogzgdnbL oMb
S3 Storage Classes (+ DEMO)

Bucket Policies, ACLs (+ DEMO)
Versioning, Replication (+ DEMO)
Lifecycle Rules (+ DEMO)

Requester Pays

MFA Delete (+ DEMO)

Encryption (+ DEMO)

Multipart Upload, Transfer Acceleration
Select, Glacier Select

Event Notifications (+ DEMO)
Performance

Batch Operations

S3 Access Logs (+ DEMO)

Presigned URLs (+ DEMO)

Static Website (+ DEMO)

Storage Lens

Cross-Origin Res. Shar. (CORS) (+ DEMO)
S3 Object Lambda

Glacier Vault Lock & S3 Object Lock
S3 Access Points

$099Moco:
e 2bovon
19 oygmMoyeo bo 3nmbao
9 DEMO / 3Maghn3nenn 3ogamnomn
+9 J9abo
+ 0093o¢hnMo BgbhomMgdo
+ bogodmEm ddaMaom 3o



05.

Block & File Storage
(EBS, EFS, FSx)

$099Moco:
e 2booon
* 12 gmMmoyemo bognmbo
3 DEMO / 3Maghn3yenn 3ogomnon
+9 g90bL0o
+ 0093o(hnMa BgbhomMgdo
+ bogodmEm d3oMagom 3o

019)MM0d O 3MaJHn3o:

e oH30MnL doobLMYdN Y
03hM3oLIHOONMYO

019mMM0d O 3MdJHno:

06.
High Availability,

oemg3ymo hn3nb bLoEogzgon (EBS)
Block VS File VS Object storage
Working with EBS (+ DEMO)
Copying, Sharing, Encryption
EBS Snapshots, DLM (+ DEMO)
AMI (+ DEMO)

EC2 Instance Store

EBS Volume Types

EBS Multi-Attach

EFS - Elastic File System
Amazon FSx

AWS Storage Gateway

07.
i~ Virtual Private Cloud

$099Moco:
e 4 booon
e 23 gmMoymo bo3nobo
13 DEMO / 3Moghn3yenn dogomnon
+9 990bLo
+ 0093o¢hnMo HgbhoMgdo
+ bogodmEm ddaMaom 3o

(VPC)

019MM0 O 3MaJHn3o:

MHMoE0YM dMbBo398mo 05d900L
LoM30LON - RDS (Relational Database Service)
RDS 6020L 399860 (+ DEMO)

RDS Read Replica (+ DEMO)

RDS Backup, Recovery

JLoYMNbMyds RDS-3n

RDS Database ecnrypted copy (+ DEMO)
Amazon Aurora

Aurora Deployment Options

RDS Proxy

Amazon ElastiCache,Scaling,Cluster (+ DEMO)
Amazon DynamoDB (+ DEMO)

DynamoDB Streams

DynamoDB Accelerator (DAX)

DynamoDB Global Tables (+ DEMO)
DocumentDB, Neptune, TimeStream, QLDB

e ELB - Elastic Load Balancer o _/i";_
* High Availability VS Fault Tolerance Scalabllltg (ELBI ASG) v
e ELB Types: ALB, NLB, GWLB, CLB
. :II:: - ﬁ\pplicokﬂ[)n I(_jlolgdI Bolonce:)(;\lngO) $083Mo00:
GWL—B e;r;wor ooL c;clgncl:er (+ ) . 4055070
* Srck S_ ateway Load Balancer . 15 Mmoo boncnbo
* Sticky essions « 5DEMO / 3Magddhn3nmn 3535emnmo
e Secure Listeners for ELB (+ DEMO) .49 dO"b{’ Jongoe o
. g;:-sz:zir'f LoTod Balancing . +098303M0 BHLHNMYdS
. ertificates
o +0OgOIMEEM d3oMgom 3o
¢ ELB Connection Draining i G 638
* ASG - Auto Scaling Groups (+ DEMO)
* Scaling Up VS Scaling Out
* Scaling Policies (+ DEMO)
09MM0d O 3Maghngo:

VPC - Amazon Virtual Private Cloud
AWS-0L genmodmyMo nbyMobdHmYJhyMo
VPC-L 6396430mMbBoemnb 8n8mbogngs
LogyMomn VPC-L 89J860 (+ DEMO)
Subnets, CIDR (+ DEMO)

Internet Gateway, Route Tables (+ DEMO)
Security Groups (+ DEMO)

Network ACL (+ DEMO)

Bastion Hosts/Jump Box (+ DEMO)

NAT instances, NAT Gateways (+ DEMO)
VPC Peering (+ DEMO)

VPC Endpoints (+ DEMO)

AWS Client VPN

AWS Site-to-Site VPN (+ DEMO)

AWS VPN CloudHub

AWS Direct Connect (DX), Gateway
AWS Transit Gateway (+ DEMO)

VPC Traffic Mirroring

IPvé c0080bo3oMNgos VPC-30n (+ DEMO)
Egress Only Internet Gateway (+ DEMO)
VPC Flow Logs (+ DEMO)

30Ly00L dgLobyd

AWS Network Firewall

08.

Databases (RDS,
Aurora, DynamoDB,

ElastiCache)
$09yMoco:

4 Lo

15 ogmMayemo bo3nmbo

6 DEMO / 3Moghn3yenn 3ogomnon
+15 490L0

+ 00933(hnMa BgbhoMgdo

+ bogodmEm d3oMagom 3o



09.
Data & Analytics,

Machine Learning

$099Moco:

e 2booon
17 ovgmfoyemo b 3nmbo
4 DEMO / 3Maghn3yenn 3ogamnon
+9 J90bLo
+ 001933(hnMa BhgbhoMgdo
+bogodmEm d3oMgam3o

019MM0 O 3MaJHn3o:

019MM0d O 3MaJHn3o:

Amazon RedShift

EMR - Amazon Elastic Map Reduce
Amazon Kinesis

AWS Kinesis Data Analytics (+ DEMO)
Amazon Athena, Glue (+ DEMO)
Query S3 With Athena (+ DEMO)
QuickSight

Amazon OpenSearch (ElasticSearch)
AWS Batch

Lake Formation

MSK - Managed Streaming for Apache Kafka
Big Data Ingestion Pipeline
Recogpnition, Transcribe, Polly
Translate, Lex + Connect, Comprehend
SageMaker

Forecast, Kendra, Personalize

Textract

Process and Analyze Videos (+ DEMO)

10.

e 803MMLYM30LYdN, 3MBHYNbyMYdNL 1[

LgM30L0 ECS - Elastic Container Service containers L
e ECS Cluster (+ DEMO) -t
* |AM Roles in ECS (ECSI ECRI EKS)
e ECS Service (+ DEMO)
* ECS Scaling amMoco:
* ECS Archifec’rures 3‘: Eb:ﬁ;n
* ALB with ECS o 11 gmMoymo ba3nmbo
* AWS Fargate (+ DEMO) « 5DEMO / 3Mag¢hn3nmo dagomnon
e ECR - Elastic Container Registry e +7 gg0b0
* EKS - Elastic Kubernates Service (+ DEMO) . +0935B1M0 HabHnMYdS
e AWS App Runner (+ DEMO) e +bogodMEEM B3oMzom s

_I _I 019mMM0d O 3MaJHn3o:
N . “Lgfggfengb” Hhndnb byMmznbydn
Serverless Apps e Event-Driven Architecture
¢ AWS Lambda (+ DEMO)
(Lambda, APl Gat.) W Spsre
* AWS Lambda SnapStart
$009Moco: * LambdaceEdge, CloudFront Functions
e 4 booon ¢ AWS Lambda in VPC

e 13 mgmMoymo bognmbo

5 DEMO / 3Mojhn3nmon dogomnomn
+10 490bLo

+ 0093o(hnMa BgbhnMgdo
+LogodmEM d3oMaom 3o

019mMM0d O 3MaJHn3o:

dmbohmmnbznbL o oyodnb bymznbydn
- CloudWatch, CloudTrail

CloudWatch Metric (+ DEMO)

CloudWatch Logs (+ DEMO)

Unified CloudWatch Agent

CloudWatch Live Trail (+ DEMO)

CloudWatch Alarms (+ DEMO)

Amazon EventBridge (+ DEMO)

CloudWatch Insights, Operational Visibility
CloudTrail (+ DEMO)

CloudTrail API calls, EventBridge Rule (+ DEMO)
Metric Analysis & Tracing

AWS Config (+ DEMO)

CloudWatch VS CloudTrail VS Config

Event-Driven App (+ DEMO)

AWS Step Functions, State Machine (+ DEMO)
Amazon EventBridge

Event Bus & Rule (+ DEMO)

Amazon APl Gateway (+ DEMO)

RDS Invoking Lambda, Event Notifications

12.

Monitoring, Audit
(CloudWatch,
CloudTrail)

$099Moco:
e 2bovon
13 ogmMoymo bognombo
7 DEMO / 3MoghHngyemn dogomnomn
+8 J90bLo
+ 0093o¢hnMo BgbhomMgdo
+ bogodmEm d3oMaom 3o

e
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13.

DNS Service
(Route 53)

$00yMoco:
e 2boo0n
11 ogmMonmao bo3nmbo
2 DEMO / 3Maghn3yenn 3ogomnomn
+3 g4gnbLo
+ 00993 yMo BHabdHnMydo
+ bogodmEm d3oMgom 3o

019mMM0d O 3MaJhHngo:

DNS byM30LO - Route 53

©m3gnbob MygnbhMoEny (+ DEMO)
RhobOByMad0L Hn39d0 o oon 899dbo
Amazon Route 53 Resolver

Route 53 o EC2

Route 53 TTL 36900

CNAME 0o Alias )n30L AoBBgMYdN
3mnbLYOn: Simple, Weighted, Latency,
Failover, Geolocation, Geoproximity
Route 53 Health Checks (+ DEMO)

IP Based Policy

Multi Value Policy

3oM9 om3m)nbyd0L dndd Route 53-30



019MM0S O 3MaJHngo:

e 94980M700L bgM30LO - CloudFront

* CloudFront Origins & Distributions .
* CloudFront with 83 origin (+ DEMO) .
* CloudFront with ALB origin (+ DEMO) .
* CloudFront Caching & Behaviours (+ DEMO)  ©
e CloudFront Geo Restriction E $0876000:
* CloudFront Price Classes ° e 2000000
¢ CloudFront Cache Invalidation (+ DEMO) e 12 19m@0ymo bagnobo
e CloudFront Signed URLs .« 5DEMO / 3Magdhn3nmn 833omnon
e CloudFront SSL/TLS, SNI P e +3 9g0b0
* LambdacEdge - o +0193509M0 HabHMYdS
e AWS Global Accelerator (+ DEMO) E e +bogodmEoEm 33oMmzgom 3o
- 0900 o 3MdgHhn3o:
15' - » “Decoupling” hn3nL 330N 330900
Decoupling Apps E . gnagbgb LYM30LO SQAS - Amazon Simple
. . . ueue Service
(SNSI SQSI Kl“ESlS) E e SQS Standard Queue (+ DEMO)
© ¢ SQS Message Visibility Timeout
3063&)0@: : e SQS Long Poling
e 2booo0n . * SQS FIFO Queues
. 16 9MM0mo Lo gnmba . * SQS with ASG
« 4 DEMO / 3Maghnggmn ogamaon - * 83L03n630L LYIM30LO SNS - Simple
« +3990L0 E Notification Service (+ DEMO)
o + boaoamewm asoﬁ)a‘)@‘;o : ¢ Amazon Kinesis bOﬁ)SﬂbO
¢ ¢ Kinesis Data Streams (+ DEMO)
¢ ¢ Kinesis Data Firehose (+ DEMO)
¢ * Kinesis Data Analytics
. ¢ Data Ordering for Kinesis VS SQS FIFO
. * Kinesis VS SQS VS SNS
. * Amazon MQ

09MM0d O 3MoghHn3o: E
e 039M0YYMON 3a960bL o dngMmoznaL .
LyM30LYd0 .
* AWS Migration Tools .
* Application DIscovery Service .
* Database Migration Service (DMS) (+ DEMO) 3
* RDS & Aurora Migrations E 300Moco:
* On-Premises Strategies ¢ ¢ 2boo0N0
* Application Migration Service (MGN) ¢ e 13 00gmfMoyeo bognmbao
* AWS Backup (+ DEMO) . ¢ 2DEMO / 3Maghn3ncn dogommnon
* AWS DataSync . ¢ +6990ban
e AWS Snow Family . e +09330M0 habdoMmgdo
* Large Datasets to AWS © e +bOgOIMEBEM I3>MZOMN 3O
* VMware Cloud on AWS .
* Migration Strategies .
019MM0d s 3MagdHngo:

17.

Security & Encryption

JLOBMNbMYdNL s odoymM3znL
LaM30LYON

KMS bgmznbn, Multi-Region Keys (+ DEMO)
83 Replication with Encryption

AWS Directory Service

Identity Providers & Federation

IAM Identity Center (+ DEMO)

AWS CloudHSM

AWS Certificate Manager

SSL/TLS Certificate in ACM (+ DEMO)
Encrypted AMI Sharing

SSM Parameter Store (+ DEMO)

SSM AWS Lambda (+ DEMO)

AWS Secrets Manager (+ DEMO)

Web Application Firewall (WAF) (+ DEMO)
AWS Shield as a DDoS protection (+ DEMO)
DDoS d9h930L o(330L 3Mogdhngo
Amazon Cognito

Encryption Primer

Amazon GuardDuty

Amazon Inspector

Amazon Macie

(KMS, SSM, WAF,
Secrets Manager)

$09yMoco:
e 2bovon
21 omgmMoyeno bo3nobo
8 DEMO / 3Myg(Hn3nman 3ag35o¢mnonn
+6 4g0bLo
+ 00933 nMa BHgbhoMgdo
+ bogodmEm d3oMaom 3o



019MM0S O 3MaJHno:

dmonmyMmo v3N3o(309000L
sfdodmgdbhatob dgbobyd
“DgM3z9MegL” Loohnb sMjothgdbhnmo
90360mLYM30LxONL vMJohgddHyMo

o 3MMgMadymn gobobemgdnb

nbhMnoYEno
“Event Processing” -0b dgbobgd
“4980f900bL” LHMOHYa0900

IP 30LO3OMNYdab demm3nfgdnb dybobno

oMo BoMBoomonb 89mby

godmmngmomon bobHhgdgd0b dgbobyd (HPC)

AWS-30

EC2 0bLhobLNL Bomognn 63coMBdEMONL

99Mb39myma3o (High Availability)

18.

Solution I
Architectures °
$09yMoco:

e 2booon

e 9 gmMoyema bo3nobo
e + 093¢ Ma HgbhoMgdo

19.

Other Services

$09yMoco:
e +/-1bodM0
e 16 gmMoyemo boznobo
e 6 DEMO / 3Moghn3yenn dogomnon
e + 09300 yM0 BHabHnMydd

MgomyMmon godmEnb bondymogno:

e 653993000b30 (490L500/BHgLHON)

019MM0d O 3MaJHn3o:

AWS Organizations

Service Control Policies (SCPs)
AWS Control Tower

AWS Amplify & AppSync

AWS License Manager

AWS Computer Optimizer
AWS Budgets

AWS Cost Explorer, Allocation tags
AWS Cost Management Tools
AWS Cost Anomaly Detection
CloudFormation, Service Role
Amazon SES

Amazon Pinpoint

SSM Session Manager

AWS Batch

Amazon AppFlow

20.

Real Exam
Simulation



